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Background Information

Trusted communication channels are essential for logistics, personnel movements, and
general information transfer. Denial of or interference with these communication channels can
result in widespread disruption and misinformation, resulting in the loss of resources and time.
Both highly valuable assets.

In Electronic Warfare (EW) it may be pertinent to deny these communication channels through
the use of a jammer. A device that generates and transmits interference specifically targeting
pre-determined frequencies or frequency ranges [1]. The three most common types of noise
generation jammers are spot, sweeping, and barrage jammers. A spot jammer targets a single
frequency and concentrates all its power on it, thus making it ineffective against frequency
hopping or agile networks. A swept jammer can sweep through multiple frequencies in quick
succession, making it more useful against frequency hopping targets. Finally, a barrage
jammer will jam multiple frequencies at once, meaning that is not able to be as powerful as a
spot or swept jammer due to it spreading its power over these frequencies [2]. A subset of
barrage jammer is known as a comb jammer. This type of jammer functions in much the same
way as a barrage jammer but consumes less power [3] as it targets multiple frequency points
over a given band, rather than the entire frequency range.

Additionally, there are three main types of operation, these are [4], [5]:

+ constant
o once the system is turned on it constantly transmits interference over the
selected frequency
s reactive
o the system is dormant until a target signal is detected, upon which the system
will begin to transmit interference to deny the communication channel
e proactive
o the system sends interference on channels whether there is communication or
signals on the channel or not, over multiple nodes

Communication radios may function over a wide range of frequencies and channels, which
can make them difficult to deny without a tuneable system. Some radio handsets are capable
of Frequency Hopping (FHSS), where the carrier is rapidly switched between different
frequency channels [6]. This hopping reduces the likelihood of interference and may be used
as a counter jamming technique, as the carrier switches channel from the one targeted by the
jammer in rapid order, moving itself away from the noise and interference. In this instance a
comb jammer may be used as an effective jamming technique [7], targeting multiple frequency
points at once over the FHSS range of the target device.

Page 4|10




Louise Caygill
2110765

Aim

This project aims to research, design, develop, build, test and evaluate a comb jammer with
modifiable target signals, to improve the understanding and implications of communication
channel denial over the 30MHz to 600MHz frequency range. It was decided to undertake this
project to produce a portable system that may be taken on trials to assist in the analysing and
guantifying of target signals and systems. As it is intended for use on trials, it was decided to
create a constant jammer instead of a reactive or proactive as it is not intended to be the
system under test, meaning it is more important to know when transmitting, rather than

reacting. This comb jammer would need to be tuneable over the stated range so that it may
be targeted towards different signals.

Objectives

The main objective of the project is to research, design, and build a transmitter. This will be ab
initio (no use of existing systems such as software defined radios (SDR)) and will result in a
completely bespoke system. It will be achieved by following the timeline specified in the project
Gantt chart (Figure 1 in section 5), where multiple tasks will coincide with one another to save
time and ensure that there is no downtime in the project waiting for components or the
completion of other dependencies. The objective may be broken down into the following
stages and tasks:

1. Research and planning
a. Literature review
b. Research into existing systems and types of jammers
c. Budget creation and approval
d. Planning of system design, such as application specification
2. Design
a. Designing of Radio Frequency (RF) chain and hardware
b. Design of circuit boards — power, RF
c. Component and enclosure specification
d. Transmitter design
3. Prototype development
a. Populate circuit boards
b. Build transmitter
c. Build RF chain
4. Testing
a. Apply for applicable licenses
b. Test transmitter over wire
c. Integrate into system
d. Test system over air
5. Evaluation
a. Evaluate and analyze results, identify areas for improvement
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Resources:

The following resources will be used for the project:

+« C programming language

+ Signal generators

* Spectrum analysers

+ Oscilloscope

+ Dstl Subject Matter Experts (SMEs)
* KiCad v6.0/v7.0

* Proteus

« CCS

+ Microprocessor programming software (Specific microprocessor is as yet undecided)
+ Corporate laptop and IT

+ Corporate memory sticks

« Lab space

+ Soldering iron and extraction
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Plan:

The project may be broken down into 5 stages as previously stated:

1. Stage 1: research and planning stage
a. This stage includes research into jammers and existing systems, as well as
collating information on the best method, creating a budget and gaining
funding.
b. ltis estimated to take approximately one month to complete

2. Stage 2: Design and development:
a. This stage will include the development of the system and initial tests on

breadboard and simulation software
b. This stage may take up to two months to complete

3. Stage 3: Prototype development:
a. This stage will take the lessons learmned from the previous stage and collate

them into a singular prototype
b. This stage may take up to a month to complete
4. Stage 4: Testing:
a. This stage will see in depth testing of the prototype against its target signals
b. It will take approximately 2 weeks to a month to complete

5. Stage 5: Evaluation and Analysis:
a. This final stage will see the results from the testing and prototype stage

analysed and any areas for future improvement identified. It also includes

finalising the report for the project.
b. This stage will take approximately 2 weeks to complete the analysis and a

further 2 weeks for finalising the report

Below in Figure 1is the proposed project Gantt Chart, a larger image may be found in Appendix

Figure 1: Project Gantt Chart
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Ethics/Morality

It is essential to maintain that the jammer is used in accordance with any and all rules and
regulations as well as legal restrictions relating to the use of jamming equipment and will only
be used in controlled environments where it will not disrupt or deny rightful communication
channels. A completed ethics form is submitted alongside this document.
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